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Abstract

In this paper weexaminemigration techniquesf mobile
agentsin Java. We identifythe problemsn Javatecnol-

ogy, classifydifferentmigration stylesand presentpossi-
ble solutionsandrelatedwork. Theproposedclassifica-
tion distinguishedetweercodemigration, executionmi-

gration and data migration. Theclassificationdefinesa

partial orderto compae differentmigration approacdes.
For realizingstrong migration in Java, two solutionsare

proposedOntheonehand,a pre-processorddsall the

necessarynformationfor migration to the souice code
before compilationtime Ontheotherhand,A JNI-based
plugin for any virtual madine providesmedanismsto

capturesthe agent’s executionstate Therestoation of

the executionstateis doneby the plugin in combination
with a bytecodemodifierwhich slightly changesthebyte
codeof theagent.

1 Intr oduction

Agenttechnologyis increasingnoreandmore. Sinceso-
ciety is moving steadilytowardsan informationsociety
[1], the needfor personalassistantgor searching,do-
ing e-commerce&ndcommunicatings increasingn the
sameway. Personakoftwareagentsarea paradignmthat
promisesto supporttheseneeds. Neverthelessestab-
lishing andspreadingagenttechnologyin the realworld
still requiressomeimportantaspectdo be solved satis-

fyingly:

e Agent communicationstandardsave to be speci-
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fied, widely acceptedand integratedinto existing
agentsystemsto provide interoperabilityand flex-
ibility. For exampleFIPA (Foundationfor Intelli-
gentPhysicalAgents)[2] or MAF (Mobile Agent
Facility) [3] areapproachewhich mightfulfill that.

e Agent security raisesquestionsabouthow to pro-
tectagentsagainsthostileagentsor hostsandhosts
againsthostileagents.

e Sophisticated, transparent, robust, easy-to-use,
easy-to-installand easy-to-progranagentsystems
have to be developedand accepteddy othersthan
thedevelopers.

e Agent systemsshould meet requirementsof the
information society suchas internetcompatibility,
mobile computingande-commerceéntegration.

The realizationof mobile agentsis a suitableparadigm
especiallyfor mobileanddistributedcomputing.Consid-
eringthisin combinationwith thethird aspecimentioned
above, the needfor the developmentof transparenmo-

bile agentsand, in consequencetransparenimigration
techniquess there.By migrationwe meanthethemove-

mentof anagentto anotherdocationin the network (e.g.
computer)andtransparentontinuationat the point be-

fore the migrationoccurred. Thatmeanscodeandstate
suchasdataandexecutioninformationof theagentmust
betransferredo andrestoredatthe otherlocation. Since
transferringall theseaspectss difficult andvery expen-
sive, onedistinguishedbetweerstrongandweak migra-

tion. Whereasstrongmigrationmeanghetransferof the

agents codeandits completestate,weakmigrationcan
be definedas every migrationthatis not strong. A mi-

grationtechniquefor codeandobjectmemberss often
calledweak.



Modern agentsystemsare mainly implementedn Java
becausef its featuresplatformindependeng dynamic
classloading, securityissuesand object-orientation.In

this paper we examinethe problemsof migrating mo-
bile agentsin Java. We identify and classify different
kinds of migrationaspectandbuild amoredetaileddif-

ferentiationbetweenveakandstrongmigration. Finally,

differentsolutionsareproposedor theseaspectandre-
latedwork realizingtheseaspectss mentioned.A con-
clusionsummarizeshe proposedmigrationaspectsand
comparesaadwantagesand disadwantageof differentso-
lutions.

2 Problems

Strongmigrationmeanghat the movementof the agent
is totally transparento theagentprogrammerTheagent
may migrateat any point during executionand contin-
uestransparenthat theremotelocation. To achieve this,
codeobjectdata,executiondata,all reference$o objects
or resourceglocally or remote)andall threadsreatedy
the agenthave to be successfullyrestoredat the new lo-
cation. The executiondataencloseghe call stackand
the programcounter(the positionin the last methodon
the call stack)beforemigration. The call stackcarries
all methodghatarestill in executionandtheir cascading
calling order The objectdataincludesobjectmembers
andlocalvariablesof all methodseingonthecall stack.

The main problemfor realizinga transparenmigration
in Java is that Java classesarebeinginterpretedand ex-
ecutedsecurelyby the virtual machine. Thereforeonly
limited accesgo intern andnative informationlike pro-
gramcounter local stackframesand openresourceof
the currentrunningthreadss available. A classification
of the problemsdifferentiatesandstructuresheseprob-
lemsin moredetail. Later, solutionsto theseproblems
will bepresented.

3 Classification

Figurel shavs a classificatiorof differentmigrationas-
pectsbuilt accordingto the problemsmentionedabove.

At thetop level, theclassificatiorconsistof two orthog-
onal aspects:codeand state migration. Theserefer to
codetransferandstatetransferof the agent. Thatis the
usualway of describingstrongmigration. The statemi-
grationis composedf mary moreaspects.On the sec-
ondlevel, it is executionanddatamigrationwhichmeans

thatthe stateof anagents generallymadeup of the cur-

rent execution point and the currentdataof the agent.
Executionanddatamigrationsareagainmadeup of fur-

ther parts. The executionmigrationis composedf the

program counterandthread migration. Stak, member
andresoucemigrationform thedatamigration.Figurel

additionallycontainstwo weakmigrationalternatvesto

theprogramcountemigration:initialization andmethod
migration. In thefollowing, theleafsof the classification
hierarchyaredescribedn detail:

Codemigration meandhatall thecodeof theagenthas
to be transmittedfrom sourceto destinationloca-
tion. Sinceagentsin generaldoesnot consistof
only oneclassbut hold referencedo otherobjects,
their codehasto be transmittedtoo. Nevertheless,
codemigrationshouldmerelytransmitcodeof ref-
erencedobjectsas needed. That means,Jasa core
classesndclasse®f theagentframework areavail-
ableatthedestinatiorsiteaswell.

Program counter migration meansthat the execution
at the destinationlocation continuesat the same
pointwhereit wasinterruptedoefore.Additionally,
we assignthe calling order of cascadingexecuted
methodgcall stackto thiskind of migration.Since
the agentautonomouslydecidesto migratein con-
trastto migrationin load-balancingsystemsthere
arepre-definegointsin thecodeof theagentwhere
amigrationmayoccur Thesepointsaremethodcall
usuallycalledmove jump, fork goor migrate. Wasp
[6], D’Agents[7] andAra [8] areimplementingthe
programcountemigration.

Initialization migration. This migrationtechniques a
weakalternatve to the programcountermigration.
It meansthat the executionof an mobile agental-
ways startsat the sameinitial point, e.g. aninit
methodas usedfor Java applets. The agentpro-
grammermay overwrite this methodin order to
branchto differentlocationsin theagents codede-
pendenin locationandmembers For thatreason,
the agentprogrammethasto storeandrestorethe
agent’s stateon his own. Someagentsystemsex-
tend this migration techniquewith event handlers
beingcalledbeforeandafteramigrationoccurse.g.
in the Agletssystem4]. In arny casethemigration
processs nottransparenary more.Therealization
of thiskind of migrationis quitecommon.

Method migration. As theinitialization migration,this
type of migrationis alsoa weak alternatve to the
programcountermigration. Here, the agentpro-
grammerspecifiesin which methodthe execution
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Figure 1. Classification of Diff erent Migration Aspects

shouldcontinueafter migration. Therefore differ-

ententry pointsof the agentareindicatedasdiffer-

ent methoddefinitions. This involvesthatthe code
is structureddueto their migrationentry points. An

extensionto this approachis that migration data
maybepassedisparameterso thenext methodbe-
ing called,e.g.in the Voyagersystem[5].

Threadmigration. Tomigrateanagentall child threads
being createdby the agenthave to be considered.
The correctrestorationof thesethreadsand their
threadstateqrunning,suspendedylocked,etc.) re-
quiresthe restorationof all synchronizationvari-
ablesvalues(semaphoresgondition variables)or
monitor statesas well as execution points within
eachthread.A realizationof threadmigrationhasto
malke useof all otheraspectdik e programcounter
stack,memberand resourcemigration. The main
differencebetweena single-threadedgentand a
multi-threadedneis thatthe migrationin a multi-
threadernvironmentis initiated by onethreadonly.
Therefore for all otherthreadshe migrationcould
happenat every point in their codeandnot only at
pre-definedpoints. For that reasonssimilar prob-
lemsasin load-balancingystemsapply.

Member Migration. Themigrationof themembewari-
ablesof an agentis a very importantaspectwhen
migratingthestateof anagentbecaus¢hisis where
an agentusually storesits query and result data.
The membemigrationmustbe appliedto all refer
encedobjects(seecodemigration)andall concur
rentthreadqseethreadmigration).

Stack migration impliesthe migrationof all local data

in every methodon the call stack. That datacon-
sistsof all valuesof local variables(variablestack)
and operandsof computationsbeing on the stack
(operandstack) up to the point of interruption.
Stack migration dependson the programcounter
migration. The systemg6], D’Agents[7] andAra
[8] areimplementingthis feature.

Resource migration. External resourceghat an agent
mayholdin themomentof migrationarereferences
to externalobjectssuchasremoteobjects(CORBA,
EJB,RMI), opendatabasesnessagingniddlevare
componentsppensocletsor local files. Exceptlo-
cal file accessall problemscanbe reducedto the
migrationof singleandmulticastsoclet streams.

We cannow definestrong migration asa migrationtech-
niguewhich realizescodemigrationandstrongstatemi-

gration. Strongstatemigration demandsstrongexecu-
tion migrationandstrongdatamigration. Strongexecu-
tion migrationis achieved by realizing strong program
countermigration and strongthreadmigration. Strong
datamigrationrequiresstack,resourceand membemi-

gration. Weakmigration is any migrationtechniquethat
is not strong,i.e. if any aspectis missingor not strong.
To comparetwo agentsystemswith regardto their mi-

grationtechniquea partial order”strongerthan” may be
derivedfrom this classification.

4 Solutions

This chaptersuggestsolutionsof the previously defined
migrationaspectsWe do not take into accountsolutions



realizing thread and resouce migration sincewe have

notfinishedour researcton thesetopicsyet. Insteadwe

first mentionmigrationaspect®nwhich solutionsareal-

readyprovided by the Java core API. Next, we propose
two ideasthatrealizestrongmigrationin Jarzawithoutre-

gardingthreadandresourcenigration.In generalstrong
migrationcanbeimplementedat threedifferentlevelsof

abstractionatsourcecode atbytecodeandatinterpreter
level (virtual machine).Here ,we introducea solutionfor

capturingthe agents stateat sourcecodelevel andan-

othersolutionatboth,thebytecodeandinterpretedevel.

Therearealreadyimplementationéntegratingmigration
in the sourcecode[6] andtheinterpretel{7] and[8], but

asfaraswe know thereis nonefor byte code.

4.1 SolutionsProvided by Java Core API

The Java core API alreadyprovides solutionsfor code
andmembemigration.

Codemigration is achieved by the conceptof dynamic
classloadingandthe possibility of implementingandin-

tegratingcustomizectlassloaders[9]. Thereforea net-
work classloademwhich transfersthe Java byte code of

all classedelongingto the context of an mobile agent
canberealizedeasily The classloadeframewnork auto-
matically takesover thetasksof transferringclassesef-

erencedy theagent.All Javaagentsystemsave sucha
network classloader

The Java serializationmechanisn{10] alreadyenables
membermigration. It allows to serializeand transmit
objectsvia an objectstream. An objectstreammay be
usedfor all kinds of transmissior(e.g. soclet streamor
file stream). Objectinstancesbeing referencedby the
serializingobjectandtheirmembersareserializedrecur
sively, too. The only requiremento explicitly usethe
serializationAPI is thatthe agentandall its objectmem-
bershave to be serializable. Therefore they have to im-
plementthejava.io.Serializablenterfacewhich actually
hasno methodsto implementand the Java core usesa
defaultimplementatiorto serializethe object. A second
possibilityis to implementthe java.io.Externalizablen-
terfacewhich hasmethodghat specifyhow to explicitly
serializeandde-serializea specificinstanceof the class.
Most Java agentsystemausethis mechanisnto migrate
themembenariablesof anagent.

The remainingmigration aspectgrogram counterand
stak migration cannotbe solvedjustusingthe Javacore
API sinceit doesnotallow accesso thenecessarintern
information. The following two paragraphshaw differ-
entsolutionsto theseproblems.

4.2 Instrumenting the Java Source Code

Our first approachmodifiesthe sourcecodeof an agent
andintegratesall the functionality neededo do the mi-
gration. We developeda pre-processomigratec based
on the Java compiler compiler ANTLR [11] which in-
strumentghe necessarynigrationstatementsTo realize
stackmigrationtwo additionalclasseso storeandrestore
local stackframesarerequired:

public class StackFrame ... {
public void save(Cbject 0);
public Object restore();

}

public class State ... {
public void push(StackFrane framne);
publ i c StackFrame pop();
public void reset();
public StackFranme next();

}

Local variablesare storedandrestoredusing the Stadk-

Frameclass. The Stateclassallows to pushand pop
stackframesof differentmethodsand compoundstate-
ments. The resetand next methodsallow the iteration
of the stackframein the orderthey have beenpushed.
This iterationis neededo restoreall stackframesafter
migration.

Thefollowing membersandmethodeitherhaveto beim-
plementedn theagents baseclass(if existent)or instru-
mentedn theagentsclass.In ary casejt doesnothave
to bedoneby theagentprogrammehimself.

cl ass Mobil eAgent {
final static int NONE = -1;
int mgration = NONE;
State state = new State();

void mgrate(Location |)
throws M grationException {...}

Eachmigrationcall within the codeis assigned unique
index by the pre-processor The migration countermi-
gration holdsthe currentmigrationindex during a cer
tain migration. After migration, this counteris resetto
NONE again. The migration counterreplaceghe usual
programcounter To actuallycausea migration,the mi-
grate methodis provided. It throws a MigrationExcep-
tion whichis aruntime exceptionandthusdoesnot have
to be caughtby calling methods.Only theinitial calling



methodof the agentsystem(first one on the call stack)

catcheghis exceptionandperformsthe migrationproce-
dure. Theinstrumentatiorof a simplemethodcausinga

migration. Line 5 illustratesthe usageof theseclasses,
membersandthe migrate method:

01 public int test() {

02 int a = 10;

03 String result;

04 result = otherMethod();
05 mgrate(...);

06 return a;

07 }

Thepre-processansertsthefollowing code:

01 public int test() {

02 int a;

03 String result;

04 if (mgration I= 1) {

05 a = 10;

06 result = otherMethod();

07 St ackFrame frane = new StackFrame();
08 frame. save(a);

09 frame. save(result);

10 state. push(frane);

11 mgration = 1;

12 mgrate(...);

13 } else {

14 StackFrane frane = state. pop();

15 result = (String) frame.restore();
16 a = (int) frame.restore();
17 m grati on = NONE;

18 }

19 return a;

20 }

The pre-processansertsanif-elsestatemen(line 4, 13,
18) aroundthe codefrom methodentry to migratecall.
It enablesto executethe codein front of migrate and
skips the code after migration. The migration counter
is only setwhen causingmigration (line 11) and unset
after total restoration(line 17). The local variablesare
savedwithin astackframe(line 7-10)beforeandrestored
after migration (line 14-16). Additionally, all variable
declarationshatwill beexecutecbeforemigratemustbe
movedto thetop of themethod(line 2,3), sinceaccesso
themis neededn theif aswell asthe elsebranchof the
condition.

If migrate occurswithin a compoundstatementgespe-
cially loops,the codeinstrumentatioris more comple.
The local stackat the point before executingthe com-
poundstatemenalsohasto be storedandrestoredo en-
ter the compoundstatementlwaysin the sameway. In

the below example,the migrationoccurswithin a while
loop:

01 int i = 3

02 int a = 1;

03 while (i > 0) {
04 i--;

05 a=a?* 2;
06 int b = a;
07 mgrate(...);
08 a=a+ 1;
09 }

In thefollowing example codesaring andrestoringstack
frameds only indicatedby statepushandstatepopstate-
mentsnsteadf mentioningevery stackframestatement.
The exampleis corvertedto:

01 int i;

02 int a

03 if (mgration != 1) {

04 i =3

05 a = 1;

06 ... Il savei,a

07 state. push(frane);

08 } else {

09 StackFrame frane = state.next();
10 ... Il restore a,i

11 }

12

13 while (i > 0) {

14 int b;

15 if (mgration != 1) {
16 i--;

17 a=a?* 2;

18 b = a;

19 ... I/l storei,a,b
20 state. push(frane);

21 mgration = 1;

22 mgrate(...);

23 } else {

24 StackFranme frane = state. pop();
25 ... Il restore b, a,i
26 m grati on = NONE;
27 }

28 a=a+ 1;

30 }

31

32 state.pop();

To procesghe loop threetimes, the if-else statemento
executeor skip codeaccordingto the currentmigration
statemust be split into two parts: The first part (line
3,8,11)above the compoundstatemenskips the initial
statementsfter migration (line 4,5) andtheinner block



(line 15,23,27)is generatedsimilar to the algorithm of
thefirst example. To restorethe correctexecutionpoint
andlocal context within theloop, it is importantthatthe
while conditionhasinitially alwaysthe samevalue. For
thatreasonthe local stackof the outer statementsnust
be saved (line 6,7) andrestoredline 9,10) beforeenter
ing the loop. Then,theloop is always enteredwith the
i'sinitial valueof 3. And only theinnerelsebranch(line
24-25)restoreghereallastvalueof i. Notethatthestack
frameof the outerstatemenin caseof restorationis not
poppedbut only readusingnext (line 9). Thestackframe
hasto resideonthestackupto theterminationof theloop
(line 32).

Methods calls that possibly causemigrationswithin a
method are treatedthe sameway as compoundstate-
mentsdoing it. Both must be associatedvith all mi-
grationindicespossiblybeingcausedsomavherein sub
methodsor sub statements.For every migration index
thata methodcall or compoundstatements associated
with, the outerif condition (line 3) hasto be extended
with thisindex.

A recursve call of methodswith intermediatamigrations
occursif a methodcontainingan explicit migrate state-
mentcallsanothemethodbeingassociatedvith exactly
this migration index. The pre-processoinserts code
aroundtherecursie methodto corvertthe migrationin-

dex into anew one.

In orderto proof the feasibility of this approachwe al-
ready implementedthis approachin our agentsystem
CIA [14] [15].

4.3 Extending the Virtual Machine and Instru-
menting the Java Byte Code

This solution does not changethe agents code but
slightly modifiesthe compiled Java byte code and ex-
tendsthevirtual maching(VM) [12].

We proposeto extend the virtual machinewith a JNI-
basedsharedibrary. Basedon the Jasa Virtual Machine
Dehuggerinterface(JVMDI) [13] this plugin hasaccess
to internexecutiondatasuchascall stackandlocal data
stack. Eventhe programcounterof the currentthread
within a methodcanbe readusing JVMDI. Event han-
dlersmay be sete.g. for enteringandleaving methods
andthe JVMDI allowing to executesinglebyte codein-
structionsusing the single stepmode. Unfortunatelyit
prohibitsto seta new locationfor athread.Thereforewe
instrumentthis in the byte codewith atableswitd state-
mentusinga byte codemodifier. The tableswitchstate-

mentis a conditionalbranchto a pre-definedsetof loca-
tionsdependingnthecurrentvalueonthestack(similar
to a switch-casestatementn Java). We modify the byte
codeasshawn in thisexample:

01 Method void nyMethod (java.lang.String[])
02 /1l >>>> BEG N OF inserted code
03 1 iconst_O push 0 on stack
04 2 istore 99 ; store it in slot 99
(will be set by JVMDI plugin)
05 3 iload 99 push slot 99 on stack
06 4 tableswitch 0 to 2: default=29
07 0: 29
08 1: 54
09 2: 68
10 /] <<<< END OF inserted code
11 29 ... original method code
12 A
13 54 invokevirtual #5 <Method void mgrate()>

15 68 invokevirtual #5 <Method void migrate()>

18 75 return return to calling method

Theinstrumentatiors performedoy thisalgorithmbeing
appliedon all methodscausinga migration:

1. Incrementall locationswithin statement®f the method
being jumpedto (e.g. in goto statementspy a constant
offseto (thelengthof thetotal insertedstatement).

2. Insertthedefininitionof anew local variable,e.g. slot 99
at the beginning of the method. It will be usedto control
the succeedingableswitch(in caseof stackreconstruc-
tion this variableis setby the JVMDI). It's the replace-
mentof the programcounter

3. Insertatableswitchstatementvith thefirst elementeing
thefirst original locationof the method.

4. For eachmigratecall in themethodatlocationl:

e Add anew possiblebranchto thetableswitchstate-
mentat| + o.

TheJVMDI pluginnow useghesebyte codeinstructions
to re-establishihe local call anddatastack. The storage
of the agents statefollows this algorithm:

1. Lookupcurrentthreadinformation.
2. Call GetCurentFrameto gettheid of currentstackframe.

3. Call GetFrameLocatiorto gettheframesclass,amethod
id andthe currentexecutionlocation

e Classand methodid arerequiredto getthe local
variabletable.

e Executionlocationis usedto find the currentin-
structionnumberto calculatethe valueof the "pc”
(slot99).



4. Call GetLocal\ariableTable to get the local variablesof
thecurrentframe,eachcontainingvariablename yariable
typeandslotnumber

5. For eachvariable:getvalueandpushon agents stack.

6. Call GetCallerframeto getnext frameandcontinuewith
2. if notnull.

Thenthe agents statehasbeensared andmay be serial-
izedtothedestinatiorocation. Therehuild of theagents
stateworksasfollows:

. Setup eventhandlerfor methodentry events.
. Createthreadwith name.
. Wait for eventsfrom this thread.

A WO DN P

. On eachevent, the event handlerreceves thread,class,
methodandframeinformation. For this methodin thread:

. Activatesinglestepmode.
. Steptwo byte codeinstructions.
. Call GetLocal\@riableTableto getall variables.

0 N o O

. For eachvariable: Popfrom stackandsetlocal variable
to correctvalueincluding”pc” slot99

9. Deactvatesinglestepmode.

10. Threadcontinuego run with restoredocal variablesand
artificial programcounter The insertedtableswitchin-
structionjumpsto theright instruction.

We are currently implementing this approachin the
projectCIA [14] [15].

5 Conclusion

In this paper we identifiedthe needandproblemsof so-
phisticatedtransparentnigration techniquesor mobile
agentdn Java. We further classifieddifferentaspectof
migrationtechniquesccordingo thetraditionaltypesof
strongandweakmigration. For eachaspectif suitablea
well-known agentsystemimplementingthis featurewas
mentioned.We proposedwo possibleimplementations
for strongmigrationin Java, oneatthe sourcecodelevel
andoneat the byte codeandinterpreterevel. Both so-
lutions do not have to modify theusers virtual machine.
We alsomentionedtheragentsystemgealizingsimilar
approaches.

Our future work will further concentrateon strongmi-
grationstechniques.Next we next will examinethe re-
alization of the migrationtotally at the byte codelevel.
Moreover, threadandresourcemigrationwill be consid-
eredaswell.
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