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Abstract

In thispaper, weexaminemigrationtechniquesof mobile
agentsin Java.Weidentifytheproblemsin Javatechnol-
ogy, classifydifferentmigrationstylesandpresentpossi-
ble solutionsandrelatedwork. Theproposedclassifica-
tion distinguishesbetweencodemigration,executionmi-
gration anddatamigration. Theclassificationdefinesa
partial order to comparedifferentmigrationapproaches.
For realizingstrongmigration in Java,two solutionsare
proposed.On theonehand,a pre-processoraddsall the
necessaryinformationfor migration to the source code
beforecompilationtime. Ontheotherhand,A JNI-based
plugin for any virtual machine providesmechanismsto
capturesthe agent’s executionstate. Therestoration of
theexecutionstateis doneby theplugin in combination
with a bytecodemodifierwhich slightlychangesthebyte
codeof theagent.

1 Intr oduction

Agenttechnologyis increasingmoreandmore.Sinceso-
ciety is moving steadilytowardsan informationsociety
[1], the needfor personalassistantsfor searching,do-
ing e-commerceandcommunicatingis increasingin the
sameway. Personalsoftwareagentsarea paradigmthat
promisesto supporttheseneeds. Nevertheless,estab-
lishing andspreadingagenttechnologyin therealworld
still requiressomeimportantaspectsto be solved satis-
fyingly:

� Agent communicationstandardshave to be speci-

fied, widely acceptedand integratedinto existing
agentsystemsto provide interoperabilityandflex-
ibility . For exampleFIPA (Foundationfor Intelli-
gentPhysicalAgents)[2] or MAF (Mobile Agent
Facility) [3] areapproacheswhichmight fulfill that.

� Agent securityraisesquestionsabouthow to pro-
tectagentsagainsthostileagentsor hostsandhosts
againsthostileagents.

� Sophisticated, transparent, robust, easy-to-use,
easy-to-installand easy-to-programagentsystems
have to be developedandacceptedby othersthan
thedevelopers.

� Agent systemsshould meet requirementsof the
information societysuchas internetcompatibility,
mobilecomputingande-commerceintegration.

The realizationof mobile agentsis a suitableparadigm
especiallyfor mobileanddistributedcomputing.Consid-
eringthis in combinationwith thethird aspectmentioned
above, the needfor the developmentof transparentmo-
bile agentsand, in consequence,transparentmigration
techniquesis there.By migrationwemeanthethemove-
mentof anagentto anotherlocationin thenetwork (e.g.
computer)andtransparentcontinuationat the point be-
fore themigrationoccurred.Thatmeans,codeandstate
suchasdataandexecutioninformationof theagentmust
betransferredto andrestoredat theotherlocation.Since
transferringall theseaspectsis difficult andvery expen-
sive, onedistinguishesbetweenstrongandweakmigra-
tion. Whereasstrongmigrationmeansthetransferof the
agent’s codeandits completestate,weakmigrationcan
be definedasevery migrationthat is not strong. A mi-
grationtechniquefor codeandobjectmembersis often
calledweak.



Modernagentsystemsaremainly implementedin Java
becauseof its featuresplatform independency, dynamic
classloading,securityissuesandobject-orientation.In
this paper, we examinethe problemsof migratingmo-
bile agentsin Java. We identify and classify different
kindsof migrationaspectsandbuild amoredetaileddif-
ferentiationbetweenweakandstrongmigration.Finally,
differentsolutionsareproposedfor theseaspectsandre-
latedwork realizingtheseaspectsis mentioned.A con-
clusionsummarizesthe proposedmigrationaspectsand
comparesadvantagesanddisadvantagesof differentso-
lutions.

2 Problems

Strongmigrationmeansthat themovementof theagent
is totally transparentto theagentprogrammer. Theagent
may migrateat any point during executionandcontin-
uestransparentlyat theremotelocation.To achieve this,
code,objectdata,executiondata,all referencesto objects
or resources(locally or remote)andall threadscreatedby
theagenthave to besuccessfullyrestoredat thenew lo-
cation. The executiondataenclosesthe call stackand
the programcounter(the positionin the last methodon
the call stack)beforemigration. The call stackcarries
all methodsthatarestill in executionandtheircascading
calling order. The objectdataincludesobjectmembers
andlocalvariablesof all methodsbeingonthecall stack.

The main problemfor realizinga transparentmigration
in Java is thatJava classesarebeinginterpretedandex-
ecutedsecurelyby the virtual machine.Thereforeonly
limited accessto internandnative informationlike pro-
gramcounter, local stackframesandopenresourcesof
thecurrentrunningthreadsis available. A classification
of theproblemsdifferentiatesandstructurestheseprob-
lemsin moredetail. Later, solutionsto theseproblems
will bepresented.

3 Classification

Figure1 showsa classificationof differentmigrationas-
pectsbuilt accordingto theproblemsmentionedabove.

At thetop level, theclassificationconsistsof two orthog-
onal aspects:codeandstatemigration. Theserefer to
codetransferandstatetransferof theagent.That is the
usualway of describingstrongmigration. Thestatemi-
grationis composedof many moreaspects.On thesec-
ondlevel, it isexecutionanddatamigrationwhichmeans

thatthestateof anagentis generallymadeupof thecur-
rent executionpoint and the currentdataof the agent.
Executionanddatamigrationsareagainmadeup of fur-
ther parts. The executionmigrationis composedof the
program counterand threadmigration. Stack, member
andresourcemigration form thedatamigration.Figure1
additionallycontainstwo weakmigrationalternativesto
theprogramcountermigration:initialization andmethod
migration. In thefollowing, theleafsof theclassification
hierarchyaredescribedin detail:

Codemigration meansthatall thecodeof theagenthas
to be transmittedfrom sourceto destinationloca-
tion. Sinceagentsin generaldoesnot consistof
only oneclassbut hold referencesto otherobjects,
their codehasto be transmitted,too. Nevertheless,
codemigrationshouldmerelytransmitcodeof ref-
erencedobjectsasneeded.That means,Java core
classesandclassesof theagentframeworkareavail-
ableat thedestinationsiteaswell.

Program counter migration meansthat the execution
at the destinationlocation continuesat the same
point whereit wasinterruptedbefore.Additionally,
we assignthe calling order of cascadingexecuted
methods(call stack)to thiskind of migration.Since
the agentautonomouslydecidesto migratein con-
trast to migration in load-balancingsystems,there
arepre-definedpointsin thecodeof theagentwhere
amigrationmayoccur. Thesepointsaremethodcall
usuallycalledmove, jump, fork goor migrate. Wasp
[6], D’Agents[7] andAra [8] areimplementingthe
programcountermigration.

Initialization migration. This migrationtechniqueis a
weakalternative to the programcountermigration.
It meansthat the executionof an mobile agental-
ways startsat the sameinitial point, e.g. an init
methodas usedfor Java applets. The agentpro-
grammermay overwrite this method in order to
branchto differentlocationsin theagent’s codede-
pendenton locationandmembers.For that reason,
the agentprogrammerhasto storeandrestorethe
agent’s stateon his own. Someagentsystemsex-
tend this migration techniquewith event handlers
beingcalledbeforeandafteramigrationoccurs,e.g.
in theAgletssystem[4]. In any case,themigration
processis not transparentany more.Therealization
of this kind of migrationis quitecommon.

Method migration. As theinitialization migration,this
type of migration is alsoa weakalternative to the
programcountermigration. Here, the agentpro-
grammerspecifiesin which methodthe execution
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Figure 1. Classification of Diff erent Migration Aspects

shouldcontinueafter migration. Therefore,differ-
ententrypointsof theagentareindicatedasdiffer-
entmethoddefinitions.This involvesthat thecode
is structureddueto theirmigrationentrypoints.An
extensionto this approachis that migration data
maybepassedasparametersto thenext methodbe-
ing called,e.g. in theVoyagersystem[5].

Thr eadmigration. To migrateanagentall child threads
being createdby the agenthave to be considered.
The correct restorationof thesethreadsand their
threadstates(running,suspended,blocked,etc.) re-
quires the restorationof all synchronizationvari-
ablesvalues(semaphores,condition variables)or
monitor statesas well as executionpoints within
eachthread.A realizationof threadmigrationhasto
make useof all otheraspectslike programcounter,
stack,memberand resourcemigration. The main
differencebetweena single-threadedagentand a
multi-threadedoneis that themigrationin a multi-
threadenvironmentis initiated by onethreadonly.
Therefore,for all otherthreadsthemigrationcould
happenat every point in their codeandnot only at
pre-definedpoints. For that reasons,similar prob-
lemsasin load-balancingsystemsapply.

Member Migration. Themigrationof themembervari-
ablesof an agentis a very importantaspectwhen
migratingthestateof anagent,becausethisiswhere
an agentusually storesits query and result data.
Themembermigrationmustbeappliedto all refer-
encedobjects(seecodemigration)andall concur-
rentthreads(seethreadmigration).

Stackmigration implies themigrationof all local data

in every methodon the call stack. That datacon-
sistsof all valuesof local variables(variablestack)
and operandsof computationsbeing on the stack
(operandstack) up to the point of interruption.
Stack migration dependson the programcounter
migration. The systems[6], D’Agents [7] andAra
[8] areimplementingthis feature.

Resourcemigration. External resourcesthat an agent
mayhold in themomentof migrationarereferences
to externalobjectssuchasremoteobjects(CORBA,
EJB,RMI), opendatabases,messagingmiddleware
components,opensocketsor local files. Exceptlo-
cal file access,all problemscanbe reducedto the
migrationof singleandmulticastsocketstreams.

We cannow definestrongmigrationasamigrationtech-
niquewhich realizescodemigrationandstrongstatemi-
gration. Strongstatemigration demandsstrongexecu-
tion migrationandstrongdatamigration. Strongexecu-
tion migration is achieved by realizing strongprogram
countermigration andstrongthreadmigration. Strong
datamigrationrequiresstack,resourceandmembermi-
gration. Weakmigration is any migrationtechniquethat
is not strong,i.e. if any aspectis missingor not strong.
To comparetwo agentsystemswith regardto their mi-
grationtechniquea partialorder”strongerthan” maybe
derivedfrom this classification.

4 Solutions

Thischaptersuggestssolutionsof thepreviouslydefined
migrationaspects.We do not take into accountsolutions



realizing thread and resource migration sincewe have
not finishedour researchon thesetopicsyet. Instead,we
first mentionmigrationaspectsonwhichsolutionsareal-
readyprovidedby the Java coreAPI. Next, we propose
two ideasthatrealizestrongmigrationin Javawithoutre-
gardingthreadandresourcemigration.In general,strong
migrationcanbeimplementedat threedifferentlevelsof
abstraction:atsourcecode,atbytecodeandatinterpreter
level (virtual machine).Here,weintroduceasolutionfor
capturingthe agent’s stateat sourcecodelevel andan-
othersolutionatboth,thebytecodeandinterpreterlevel.
Therearealreadyimplementationsintegratingmigration
in thesourcecode[6] andtheinterpreter[7] and[8], but
asfaraswe know thereis nonefor bytecode.

4.1 SolutionsProvided by Java CoreAPI

The Java coreAPI alreadyprovidessolutionsfor code
andmembermigration.

Codemigration is achieved by the conceptof dynamic
classloadingandthepossibilityof implementingandin-
tegratingcustomizedclassloaders[9]. Therefore,a net-
work classloaderwhich transfersthe Java byte codeof
all classesbelongingto the context of an mobile agent
canberealizedeasily. Theclassloaderframework auto-
matically takesover thetasksof transferringclassesref-
erencedby theagent.All Javaagentsystemshavesucha
network classloader.

The Java serializationmechanism[10] alreadyenables
membermigration. It allows to serializeand transmit
objectsvia an objectstream. An objectstreammay be
usedfor all kindsof transmission(e.g. socket streamor
file stream). Object instancesbeing referencedby the
serializingobjectandtheirmembersareserializedrecur-
sively, too. The only requirementto explicitly usethe
serializationAPI is thattheagentandall its objectmem-
bershave to beserializable.Therefore,they have to im-
plementthe java.io.Serializableinterfacewhich actually
hasno methodsto implementand the Java coreusesa
default implementationto serializetheobject.A second
possibility is to implementthe java.io.Externalizablein-
terfacewhich hasmethodsthatspecifyhow to explicitly
serializeandde-serializea specificinstanceof theclass.
Most Java agentsystemsusethis mechanismto migrate
themembervariablesof anagent.

The remainingmigration aspectsprogram counterand
stack migrationcannotbesolvedjustusingtheJavacore
API sinceit doesnotallow accessto thenecessaryintern
information.Thefollowing two paragraphsshow differ-
entsolutionsto theseproblems.

4.2 Instrumenting the Java SourceCode

Our first approachmodifiesthe sourcecodeof an agent
andintegratesall the functionalityneededto do the mi-
gration. We developeda pre-processormigratecbased
on the Java compiler compiler ANTLR [11] which in-
strumentsthenecessarymigrationstatements.To realize
stackmigrationtwoadditionalclassesto storeandrestore
local stackframesarerequired:

public class StackFrame ... {
public void save(Object o);
public Object restore();

}

public class State ... {
public void push(StackFrame frame);
public StackFrame pop();
public void reset();
public StackFrame next();

}

Local variablesarestoredandrestoredusingthe Stack-
Frameclass. The Stateclassallows to pushand pop
stackframesof differentmethodsandcompoundstate-
ments. The resetand next methodsallow the iteration
of the stackframe in the order they have beenpushed.
This iterationis neededto restoreall stackframesafter
migration.

Thefollowingmembersandmethodeitherhaveto beim-
plementedin theagent’sbaseclass(if existent)or instru-
mentedin theagent’sclass.In any case,it doesnot have
to bedoneby theagentprogrammerhimself.

class MobileAgent {
final static int NONE = -1;
int migration = NONE;
State state = new State();

void migrate(Location l)
throws MigrationException {...}

}

Eachmigrationcall within thecodeis assigneda unique
index by the pre-processor. The migrationcountermi-
gration holds the currentmigration index during a cer-
tain migration. After migration, this counteris resetto
NONEagain. The migrationcounterreplacesthe usual
programcounter. To actuallycausea migration,themi-
grate methodis provided. It throws a MigrationExcep-
tion which is aruntimeexceptionandthusdoesnothave
to becaughtby calling methods.Only the initial calling



methodof the agentsystem(first oneon the call stack)
catchesthisexceptionandperformsthemigrationproce-
dure. Theinstrumentationof a simplemethodcausinga
migration. Line 5 illustratesthe usageof theseclasses,
membersandthemigratemethod:

01 public int test() {
02 int a = 10;
03 String result;
04 result = otherMethod();
05 migrate(...);
06 return a;
07 }

Thepre-processorinsertsthefollowing code:

01 public int test() {
02 int a;
03 String result;
04 if (migration != 1) {
05 a = 10;
06 result = otherMethod();
07 StackFrame frame = new StackFrame();
08 frame.save(a);
09 frame.save(result);
10 state.push(frame);
11 migration = 1;
12 migrate(...);
13 } else {
14 StackFrame frame = state.pop();
15 result = (String) frame.restore();
16 a = (int) frame.restore();
17 migration = NONE;
18 }
19 return a;
20 }

Thepre-processorinsertsan if-elsestatement(line 4, 13,
18) aroundthe codefrom methodentry to migratecall.
It enablesto executethe code in front of migrate and
skips the codeafter migration. The migration counter
is only setwhencausingmigration (line 11) andunset
after total restoration(line 17). The local variablesare
savedwithin astackframe(line 7-10)beforeandrestored
after migration (line 14-16). Additionally, all variable
declarationsthatwill beexecutedbeforemigratemustbe
movedto thetopof themethod(line 2,3),sinceaccessto
themis neededin the if aswell astheelsebranchof the
condition.

If migrate occurswithin a compoundstatement,espe-
cially loops,the codeinstrumentationis morecomplex.
The local stackat the point beforeexecutingthe com-
poundstatementalsohasto bestoredandrestoredto en-
ter thecompoundstatementalwaysin thesameway. In

the below example,the migrationoccurswithin a while
loop:

01 int i = 3;
02 int a = 1;
03 while (i > 0) {
04 i--;
05 a = a * 2;
06 int b = a;
07 migrate(...);
08 a = a + 1;
09 }

In thefollowingexample,codesaving andrestoringstack
framesis only indicatedbystate.pushandstate.popstate-
mentsinsteadof mentioningeverystackframestatement.
Theexampleis convertedto:

01 int i;
02 int a;
03 if (migration != 1) {
04 i = 3;
05 a = 1;
06 ... // save i,a
07 state.push(frame);
08 } else {
09 StackFrame frame = state.next();
10 ... // restore a,i
11 }
12
13 while (i > 0) {
14 int b;
15 if (migration != 1) {
16 i--;
17 a = a * 2;
18 b = a;
19 ... // store i,a,b
20 state.push(frame);
21 migration = 1;
22 migrate(...);
23 } else {
24 StackFrame frame = state.pop();
25 ... // restore b,a,i
26 migration = NONE;
27 }
28 a = a + 1;
30 }
31
32 state.pop();

To processthe loop threetimes,the if-elsestatementto
executeor skip codeaccordingto the currentmigration
statemust be split into two parts: The first part (line
3,8,11)above the compoundstatementskips the initial
statementsaftermigration(line 4,5) andthe innerblock



(line 15,23,27)is generatedsimilar to the algorithm of
the first example.To restorethecorrectexecutionpoint
andlocal context within theloop, it is importantthat the
while conditionhasinitially alwaysthesamevalue. For
that reason,the local stackof the outerstatementsmust
besaved(line 6,7) andrestored(line 9,10)beforeenter-
ing the loop. Then,the loop is alwaysenteredwith the
i’s initial valueof 3. And only theinnerelsebranch(line
24-25)restoresthereallastvalueof i. Notethatthestack
frameof theouterstatementin caseof restorationis not
poppedbut only readusingnext (line 9). Thestackframe
hasto resideonthestackupto theterminationof theloop
(line 32).

Methodscalls that possiblycausemigrationswithin a
methodare treatedthe sameway as compoundstate-
mentsdoing it. Both must be associatedwith all mi-
grationindicespossiblybeingcausedsomewherein sub
methodsor sub statements.For every migration index
that a methodcall or compoundstatementis associated
with, the outer if condition (line 3) hasto be extended
with this index.

A recursivecall of methodswith intermediatemigrations
occursif a methodcontainingan explicit migrate state-
mentcallsanothermethodbeingassociatedwith exactly
this migration index. The pre-processorinsertscode
aroundtherecursivemethodto convert themigrationin-
dex into anew one.

In orderto proof the feasibility of this approach,we al-
ready implementedthis approachin our agentsystem
CIA [14] [15].

4.3 Extending the Virtual Machine and Instru-
menting the Java Byte Code

This solution does not changethe agent’s code but
slightly modifies the compiledJava byte codeand ex-
tendsthevirtual machine(VM) [12].

We proposeto extend the virtual machinewith a JNI-
basedsharedlibrary. Basedon theJava Virtual Machine
DebuggerInterface(JVMDI) [13] this plugin hasaccess
to internexecutiondatasuchascall stackandlocal data
stack. Even the programcounterof the currentthread
within a methodcanbe readusingJVMDI. Event han-
dlersmay be sete.g. for enteringandleaving methods
andtheJVMDI allowing to executesinglebytecodein-
structionsusing the singlestepmode. Unfortunatelyit
prohibitsto setanew locationfor a thread.Thereforewe
instrumentthis in thebytecodewith a tableswitch state-
mentusinga bytecodemodifier. The tableswitchstate-

mentis a conditionalbranchto a pre-definedsetof loca-
tionsdependingonthecurrentvalueonthestack(similar
to a switch-casestatementin Java). We modify thebyte
codeasshown in thisexample:

01 Method void myMethod (java.lang.String[])
02 // >>>> BEGIN OF inserted code
03 1 iconst_0 ; push 0 on stack
04 2 istore 99 ; store it in slot 99

(will be set by JVMDI plugin)
05 3 iload 99 ; push slot 99 on stack
06 4 tableswitch 0 to 2: default=29
07 0: 29
08 1: 54
09 2: 68
10 // <<<< END OF inserted code
11 29 ... ; original method code
12 ...
13 54 invokevirtual #5 <Method void migrate()>
14 ...
15 68 invokevirtual #5 <Method void migrate()>
16 ...
17
18 75 return ; return to calling method

Theinstrumentationis performedby thisalgorithmbeing
appliedonall methodscausingamigration:

1. Incrementall locationswithin statementsof the method
being jumpedto (e.g. in goto statements)by a constant
offseto (thelengthof thetotal insertedstatement).

2. Insertthedefininitionof a new local variable,e.g.slot 99
at thebeginningof themethod.It will beusedto control
the succeedingtableswitch(in caseof stackreconstruc-
tion this variableis setby the JVMDI). It’ s the replace-
mentof theprogramcounter.

3. Inserta tableswitchstatementwith thefirst elementbeing
thefirst original locationof themethod.

4. For eachmigratecall in themethodat locationl:

2 Add anew possiblebranchto thetableswitchstate-
mentat l + o.

TheJVMDI pluginnow usesthesebytecodeinstructions
to re-establishthe local call anddatastack.Thestorage
of theagent’sstatefollows this algorithm:

1. Lookupcurrentthreadinformation.

2. Call GetCurrentFrameto gettheid of currentstackframe.

3. Call GetFrameLocationto gettheframe’sclass,amethod
id andthecurrentexecutionlocation

2 Classand methodid are requiredto get the local
variabletable.

2 Execution location is usedto find the current in-
structionnumberto calculatethevalueof the ”pc”
(slot 99).



4. Call GetLocalVariableTable to get the local variablesof
thecurrentframe,eachcontainingvariablename,variable
typeandslot number.

5. For eachvariable:getvalueandpushonagent’s stack.

6. Call GetCallerFrameto getnext frameandcontinuewith
2. if notnull.

Thentheagent’sstatehasbeensavedandmaybeserial-
izedto thedestinationlocation.Therebuild of theagent’s
stateworksasfollows:

1. Setup eventhandlerfor methodentryevents.

2. Createthreadwith name.

3. Wait for eventsfrom this thread.

4. On eachevent, the event handlerreceives thread,class,
methodandframeinformation.For thismethodin thread:

5. Activatesinglestepmode.

6. Steptwo bytecodeinstructions.

7. Call GetLocalVariableTableto getall variables.

8. For eachvariable: Popfrom stackandsetlocal variable
to correctvalueincluding”pc” slot 99

9. Deactivatesinglestepmode.

10. Threadcontinuesto run with restoredlocal variablesand
artificial programcounter. The insertedtableswitchin-
structionjumpsto theright instruction.

We are currently implementing this approachin the
projectCIA [14] [15].

5 Conclusion

In this paper, we identifiedtheneedandproblemsof so-
phisticatedtransparentmigration techniquesfor mobile
agentsin Java. We furtherclassifieddifferentaspectsof
migrationtechniquesaccordingto thetraditionaltypesof
strongandweakmigration.For eachaspect,if suitable,a
well-known agentsystemimplementingthis featurewas
mentioned.We proposedtwo possibleimplementations
for strongmigrationin Java,oneat thesourcecodelevel
andoneat thebyte codeandinterpreterlevel. Both so-
lutionsdo not have to modify theuser’s virtual machine.
We alsomentionedotheragentsystemsrealizingsimilar
approaches.

Our future work will further concentrateon strongmi-
grationstechniques.Next we next will examinethe re-
alizationof the migrationtotally at the byte codelevel.
Moreover, threadandresourcemigrationwill beconsid-
eredaswell.
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